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UNIQUE IDENTIFICATION OF DEVICES
USING COLOR DETECTION

BACKGROUND

Most computing devices have wireless capability and in
order for two devices to share data over a wireless link it is
generally necessary to uniquely identify the two devices and
to perform a pairing operation. Wireless devices are generally
identified using their wireless ID (e.g. their Bluetooth name
or MAC address) and in order to pair two devices, a first
device searches for other devices which are visible over the
wireless link and provides a list of possible wireless IDs to a
user. The user then selects the particular wireless ID with
which pairing is to occur. Dependent on the location and the
range of the wireless technology used, there may be large
numbers of possible devices discovered.

Interactive surfaces have been developed which provide a
table top touch screen by which a user can interact with a
computing device. A user may wish to connect a mobile
device, such as a mobile telephone, with the interactive sur-
face and as the interactive surfaces are touch sensitive they
can detect when a mobile telephone or other object is placed
on their surface. However, automatic synchronization of the
interactive surface and the device can only occur if the device
is physically augmented with atag (e.g. an RFID tag) because
the interactive surface cannot distinguish the device on its
surface from other devices which are discovered over the
wireless link. Alternatively, the list of discovered devices can
be provided to the user for selection of the correct device (as
described above) however this introduces user input into the
synchronization process.

The embodiments described below are not limited to
implementations which solve any or all of the disadvantages
of known methods of pairing wireless devices.

SUMMARY

The following presents a simplified summary of the dis-
closure in order to provide a basic understanding to the reader.
This summary is not an extensive overview of the disclosure
and it does not identify key/critical elements of the invention
or delineate the scope of the invention. Its sole purpose is to
present some concepts disclosed herein in a simplified form
as a prelude to the more detailed description that is presented
later.

Methods and apparatus for uniquely identifying wireless
devices in close physical proximity are described. When two
wireless devices are brought into close proximity, one of the
devices displays an optical indicator, such as a light pattern.
This device then sends messages to other devices which are
within wireless range to cause them to use any light sensor to
detect a signal. In an embodiment, the light sensor is a camera
and the detected signal is an image captured by the camera.
Each device then sends data identifying what was detected
back to the device displaying the pattern. By analyzing this
data, the first device can determine which other device
detected the indicator that it displayed and therefore deter-
mine that this device is in close physical proximity to it. In an
example, the first device is an interactive surface arranged to
identify the wireless addresses of devices which are placed on
the surface.

Many of the attendant features will be more readily appre-
ciated as the same becomes better understood by reference to
the following detailed description considered in connection
with the accompanying drawings.
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2
DESCRIPTION OF THE DRAWINGS

The present description will be better understood from the
following detailed description read in light of the accompa-
nying drawings, wherein:

FIG. 1 shows a flow diagram of an example method by
which a first wireless enabled device can uniquely identify a
second wireless enabled device;

FIG. 2 is a schematic diagram of a plurality of wireless
enabled computing devices;

FIG. 3 is a flow diagram of an example method of operation
of a target device;

FIGS. 4 and 5 show example optical indicators;

FIG. 6 shows a schematic diagram of an interactive surface
with two target devices on its surface;

FIG. 7 shows a schematic diagram of a synchronization
pad;

FIG. 8 shows a schematic diagram of two mobile devices;

FIG. 9 shows a schematic diagram of a mobile device and
a desktop PC;

FIG. 10 illustrates an exemplary computing-based device
which may comprise an initiator device;

FIG. 11 illustrates an exemplary computing-based device
that may comprise a target device;

FIG. 12 shows an example method of operation of an
interactive surface;

FIG. 13 shows a method of tracking movement and/or
determining user input; and

FIG. 14 shows two example light patterns that may be
displayed by the initiator device in order to detect motion of
the target device and/or to provide a user input.

Like reference numerals are used to designate like parts in the
accompanying drawings.

DETAILED DESCRIPTION

The detailed description provided below in connection
with the appended drawings is intended as a description of the
present examples and is not intended to represent the only
forms in which the present example may be constructed or
utilized. The description sets forth the functions of the
example and the sequence of steps for constructing and oper-
ating the example. However, the same or equivalent functions
and sequences may be accomplished by different examples.

FIG. 1 shows a flow diagram of an example method by
which a first wireless enabled device, referred to herein as the
‘initiator device’, can uniquely identify a second wireless
enabled device, referred to herein as the ‘target device’, which
is in proximity to the first device without requiring the second
wireless enabled device to be tagged or otherwise physically
augmented. Having identified the wireless identifier (or
address) of the target device, the initiator device can use the
wireless address to perform bidirectional communication
with the target device over a wireless link. For example, the
initiator device may associate (or pair) with the target device,
synchronize data with the target device or perform any other
interaction with the target device over a wireless link. This
method can be described with reference to FIGS. 2 and 3.
FIG. 2 is a schematic diagram of a plurality of wireless
enabled computing devices 201-204 and FIG. 3 is a flow
diagram of an example method of operation of the target
device. The wireless enabled computing devices 201-204
may be mobile telephones, PCs, interactive surfaces or any
other kind of wireless enabled computing device and various
examples are described in more detail below.
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The initiator device 201, which comprises a light source
206 such as a display or one or more LEDs, detects a target
device 202 in physical proximity to the initiator device (block
101). This physical proximity detection may be performed in
any suitable way, such as by using touch sensitive technology
or through user input, and various examples are described in
more detail below. The initiator device 201 uses its wireless
transmitting and receiving modules (as indicated in FIG. 2 by
antenna 206) to identify a set of nearby wireless devices
(indicated by dotted line 208, block 102) which may include
the target device. This set is referred to herein as the ‘candi-
date set’ and may comprise the wireless identifiers of all the
devices which are within the wireless range of the initiator
device. This process of identifying the candidate set (block
102) may use standard discovery methods, such as the Blue-
tooth or WiFi discovery protocol, and is described in more
detail below.

Having identified the candidate set of devices, one of which
may be the target device 202, the initiator device displays an
optical indicator, such as a light pattern (block 103) using its
light source 206. This optical indicator (which may be a light
pattern) may use visible or infrared (IR) light and may be any
pattern, such as a single color (which may also be referred to
as uniform light, e.g. an entire display of a single color), a
region of a certain color (e.g. a circle of a particular color), a
scanning light spot, a sequence of colors, a pattern of varying
intensity etc. The displaying of the optical indicator (in block
103) may comprise statically displaying the same pattern all
the time (as described below), displaying a single pattern (e.g.
a single color or a region of color) for a period of time, or
displaying a dynamic pattern, which changes over time (e.g.
a scanning spot/lines or a sequence of colors). Where the
approximate location of the target device is known (e.g. the
position of the target device on the touch sensitive display of
the initiator device may be known), the optical indicator (such
as a light pattern) displayed may be dependent upon this
location. Various examples are described in more detail
below, but for the purposes of explanation only, for this
example it will be considered that the initiator device displays
ared circle on its display in the area in which the target device
was detected (in block 101).

The identification of the target device from the candidate
set is achieved by iteratively triggering devices in the candi-
date set to use any light sensor 207 in the particular device to
detect a signal (blocks 104, 301 and 302) and to send data
representative of the detected signal back to the initiator
device (block 303). The devices in the candidate set may not
all comprise a light sensor (e.g. device 203), but for the
purposes of this explanation the target device 202 comprises
a light sensor 207. The situation where the target device does
not comprise a light sensor is described below. The light
sensor 207 may be a camera, a photodetector or any other
means of detecting light incident on the device. Depending on
the light sensor, the detected signal may comprise the inten-
sity and/or wavelength of the detected light or a captured
image etc. The data representative of the detected signal
which is sent to the initiator device by the target device may
be the same as the detected signal (e.g. the intensity, wave-
length or captured image) or the detected signal may be
processed to generate the data representative of the detected
signal (e.g. such that the data details the color detected and/or
the time that the color was detected). Examples of this are
described in more detail below.

On receipt of the data from a device in the candidate set
(block 105), the data can be used to identify whether the
candidate device is the target device (block 106). This is
achieved by using the data to determine whether the light
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sensor on a particular candidate device detected the optical
indicator (or a portion of the optical indicator) displayed by
the initiator device; the target device being one which did
detect the optical indicator (or part thereof). In this particular
example, the determination can be performed through analy-
sis of the data to determine which of the candidate set detected
the red circle.

Each of the candidate set of devices may be triggered in
turn (in block 104) or alternatively all the candidate set may
be triggered substantially simultaneously and the data
received from all the candidates may be analyzed to identify
the target device. Where the members of the candidate set are
triggered sequentially, the initiator device may stop triggering
once a device is identified which detected the optical indicator
or alternatively, the initiator device may continue to trigger
each of the members of the candidate set. The sequence used
to trigger members of the candidate set may be set to trigger
candidate devices in order of signal strength (from high to
low) or based on other criteria. Examples of suitable criteria
are described in more detail below in relation to filtering the
candidate set, and include: device class, device orientation,
motion of the device and history of previous associations.

If there is any ambiguity in determining which of the can-
didate set is the target device, (e.g. more than one device saw
the red circle or a part thereof), the process may be repeated
using the same optical indicator (e.g. using the same light
pattern) or a different optical indicator displayed by the ini-
tiator device (e.g. a smaller pattern, a different sequence etc),
until a device from the candidate set has been uniquely iden-
tified as the target device 202. Various examples of different
optical indicators are described in more detail below.

Having identified the target device (in block 106), the wire-
less identifier of the target device 202 is known and the
initiator and target devices 201 and 202 may perform bidirec-
tional communication over a wireless link (block 107). In an
example, the most recent photograph taken by the target
device may be transferred to and displayed on the initiator
device.

The identification method, as shown in FIG. 1, may be
initiated by the sensing of another device (the target device) in
proximity to the initiator device (block 101) and this proxim-
ity sensing may use any suitable technology. In an example,
the initiator device may comprise an interactive surface on
which the target device is placed. In this example, touch
sensing may be used to detect the target object on its surface
and in this example, the location of the target device on the
surface is known. Any suitable touch sensing technology may
be used which is capable of detecting a device placed on its
surface, such as optical touch sensing (e.g. by detecting shad-
ows caused by objects on the surface or by detecting light
reflected back by objects on the surface). In another example,
apressure switch, weight sensor, proximity sensor, light sen-
sor or microphone may be used to detect when the target
device is placed onto the initiator device (or onto a peripheral
device associated with the initiator device) or otherwise
brought into proximity to the initiator device. In a further
example, IR or visible emitters and receivers may be used
(e.g. placed around the edge of a display) and presence may
be detected when the beam from a transmitter to a receiver is
broken by the presence of an object. This beam-break tech-
nique may also provide approximate position information for
the target object.

In an example, the proximity sensing may use wireless
discovery techniques. The discovery protocols may run sub-
stantially continuously or operate periodically to determine
whether other wireless devices are in close proximity. Use of
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such techniques combines the proximity sensing and identi-
fication of a candidate set (blocks 101 and 102) into a single
operation.

In other examples, the method of FIG. 1 may be triggered
by a user. For example, a user may press a button on the
initiator device to initiate the identification of a candidate set
of devices (in block 102). This button may be a physical
button or a soft button (e.g. on a touch sensitive display or
which is pushed using a mouse). The user may, alternatively,
cause the target device to emit a sound (e.g. a beep) or to
vibrate and this sound/vibration may be detected by the ini-
tiator device.

In another example, the method may be triggered by send-
ing a message to the initiator device via a communication
channel, such as an SMS (short messaging service) message.
The communication channel used is a different channel to that
which will subsequently be used for device discovery and
pairing. In such an example, a user may send an SMS message
(also known as a ‘text message’) from the target device to the
initiator device. This may trigger the initiator device to iden-
tify a candidate set of devices. This may be useful in some
applications where an SMS number of the initiator device is
known or may be published or advertised (e.g. for public
displays). Whilst data transfer could occur between the ini-
tiator device and the target device using the cellular network
(i.e. the same network as used to send the SMS message), this
can be expensive and may be a low data rate link. Use of a
direct wireless link (e.g. Bluetooth or WiFi) may be less
expensive (e.g. free in many cases) and faster.

Depending on what technique is used for proximity detec-
tion or to otherwise trigger the identification of the candidate
set, the initiator device may or may not obtain approximate
location information for the target device. In the case of a
touch sensitive display the location of every device on the
display including the target device is known at the candidate
set selection stage. In other examples, signal strength may be
used to determine an approximate location, for example sig-
nal strength of wireless signals. WiFi or Bluetooth® signal
strength may, for example, be used where an array of access
points is provided surrounding the display. WiFi may be more
appropriate for very large displays and Bluetooth® for
smaller displays. An array of RFID may alternatively be
provided underneath the display to detect signal strength of
particular IDs. In further examples, time of flight techniques
may be used to provide an approximate location of the target
device, e.g. using acoustic, ultrasonic, radio or optical signals.

Any wireless technology may be used to identify a candi-
date set of devices and for subsequent communication with
devices within the candidate set (blocks 104, 105, 301 and
303). For example, Bluetooth, WiFi, Zigbee, X 10 or any other
short-range wireless communication technology may be
used.

As described above, the candidate set of devices (identified
in block 102) may comprise all those devices which are
within wireless range of the initiator device. However, in
some applications and locations this may comprise a large
number of devices, particularly where the range of the wire-
less technology used is more than a few meters. In some
implementations, the set of those devices in range of the
initiator device may be filtered to create the candidate set. For
example, the set of devices in range may be filtered according
to signal strength so that that the devices which are furthest
from the initiator device (i.e. have the weakest signal
strength) are excluded from the candidate set. Other filter
criteria may be used, such as:

device class—for example to select only devices which are

mobile telephones. In a Bluetooth® example, each

20

25

30

35

40

45

50

55

60

65

6

device has a device class (type of device and services it
provides) and the device type identifier is typically
retrieved during device discovery (e.g. in block 102).
The device class is separated in three parts: the Service
Class and the Major and Minor device class. A mobile
telephone will typically have a Service Class of ‘Object
Transfer and Telephony’ with a Major class of: ‘Phone’
and a Minor class of: ‘Cellular’. In contrast a printer
(which may also be Bluetooth enabled and discovered),
will have a Service Class of ‘Rendering and Object
Transfer’, a Major class of ‘Imaging’ and a Minor class
of ‘Printer’”

device orientation—for example to select only devices in
an orientation which corresponds to being placed on the
surface (e.g. in a horizontal orientation, typically)

motion of the device—for example to exclude all devices
which are in motion

history of previous associations—for example the initiator
device may initially select devices which have previ-
ously associated (or paired) with the initiator device. If
this fails to identify the target device, a candidate set of
devices which have no history of previous association
may be used subsequently.

As described above, these filter criteria may in addition, or
instead, be used to determine the order in which devices
within the candidate set are triggered (in block 104).

As described above, the initiator device comprises a light
source 205 that is capable of displaying an optical indicator,
such as a light pattern. This optical indicator may be a flash of
a single color or may be a more complex or detailed pattern
and various examples are described below. Most computing
devices include a display (such as an LCD) and in many
examples the light source 205 may be a display. Use of a
display enables complex optical indicators (e.g. complex pat-
terns) to be used, and where the location of the target device
on the display is known, the optical indicator can be targeted
at the target device. However, in some examples, the light
source may comprise one or more LEDs. A light guide and
diffuser may be used, in some implementations, to spread the
light emitted by the one or more LEDs in order that the target
device does not need to be accurately positioned with respect
to the light source. In another example, the light source may
comprise a projector.

As described above, the optical indicator used may be
dependent on the light source used to produce the optical
indicator and on whether the location (or an approximate
location) of the target device is known. Where the light source
comprises one or more LEDs, the optical indicator may com-
prise one or more flashes of a single color of light or of a
sequence of colors. Where the light source comprises a dis-
play, the displayed image (which is the optical indicator) may
be a single color (over the entire display), a region of color (as
in the red circle example described above), an icon or other
pattern. In most embodiments, the optical indicator used is
relatively simple such that it does not require the target device
to focus. This is particularly relevant where the light sensor is
acamera device and the target device is placed in contact with
(or close to) the light source (e.g. on the display). In such a
situation, the camera may not be able to focus on the optical
indicator. In other examples, the light sensor may not be
provided with means for focusing. In further examples, how-
ever, the optical indicator may be a more detailed pattern or
icon.

Where the light source is a display and the location of the
target device is known, the optical indicator may comprise a
region of color displayed underneath the target device. As the
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location of the camera within the target device may not be
known, the region may need to be as big as the detected shape
and size of the target device. Furthermore, as the detected
shape and size of the target device may be dependent on the
detection technology used, the detected shape may not be the
whole shape of the device (e.g. reflective IR will not detect
matt black portions of a mobile device), the region of color
displayed may be larger than the detected shape and size of
the target device.

A display may also be used to display a sequence of colors
or other changing pattern (as the optical indicator) and where
the location of the target device is not known, an optical
indicator may be displayed which enables the initiator device
to determine an approximate location. A simple example of
such an optical indicator is shown in FIG. 4 which shows
three successive images which may be displayed. In the first
image, 401, the whole screen is red, in the second, 402, the
screen is bisected vertically into a red half and a blue half and
in the third, 403, the screen is bisected horizontally into a red
half and a blue half. If the target device is triggered to perform
light detection (block 302) three times or for a period of time
covering the display of the sequence of three images, the
target device can be located within one of the four quadrants
of the display depending on the detected sequence of colors
(e.g. all red is top left quadrant). In other examples, bars of
colors may be displayed which move across the screen, as
shown in FIG. 5. In this example, two bars 501, 502 of
different colors may be displayed, one of which traverses
horizontally (bar 502, as indicated by the arrow) and one of
which traverses vertically (bar 501, as indicated by the
arrow). The signal detected by a candidate device may be
used to determine when and if the bars were visible using the
light sensor and from this the target device, and its location,
can be identified.

Another example of an optical indicator which may be used
is a high intensity spot which may be scanned across the
display. In this example, the target device may determine the
time at which the bright spot was detected by the light sensor
and this information may be used by the initiator device to
determine the location of the target device with respect to the
display area (in addition to identitying the target device from
the candidate set of devices). The timing information may
also enable the initiator to distinguish between multiple
devices in the candidate set which have a light sensor which
can image the display, e.g. two wireless enabled devices
which are placed on an interactive surface. These multiple
devices may each be target devices, or alternatively, only one
may be a target device.

The optical indicator displayed may be the same each time
the method is performed or different optical indicators may be
used each time. For example, the color displayed (e.g. in a
circle on the display where the target device is located) may
be selected substantially at random. This may be useful where
there are two initiator devices within wireless range of each
other so that if they both initiate the method at the same time,
they display different optical indicators and hence it is pos-
sible to distinguish between target devices for each initiator
device. Alternatively, the two initiator devices may be syn-
chronized or otherwise communicate such that only one ini-
tiator device displays an optical indicator at any one time.

Whilst the above description refers to use of visible light
and different colors in displaying the optical indicator in other
examples, IR light (e.g. bright IR) may be used or grayscale
light patterns may be used. Ditferent wavelengths within the
IR band may also be used.

Although the above description refers to optical indicators
which may be dynamically displayed by the initiator device
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(i.e. is displayed for a short period of time), in other examples
the optical indicator displayed may be static and may be
displayed continuously or for long periods of time. In an
example, the optical indicator may be provided by a fixed
display (e.g. an advertising billboard). Where the light sensor
is a camera, the fixed display need not be backlit, however if
target devices are used which comprise photodetectors, the
fixed display requires rear illumination.

As described above, the target device comprises a light
sensor 207, which comprises a device that is capable of
detecting one or more properties of the optical indicator dis-
played by the initiator device. Many computing devices
include a digital camera and this may be used as the light
sensor 207. In other examples, a photodetector may be used as
a light sensor. Where the target device includes an optical
fingerprint reader, the sensor in this reader may be used as the
light sensor 207. An optical fingerprint reader may also be
used as a light source where included in an initiator device.
The light sensor may capture instantaneous data (e.g. a still
image) or a may capture a stream of data over a short period
of time (e.g. a short video).

The triggering of light detection (in block 302) may be
dependent upon sensor information or other conditions
within a candidate device such that not all candidate devices
receiving a trigger signal (in block 301) may actually detect
light (in block 302). For example, where the initiator device
knows the orientation of the target device (e.g. in an interac-
tive surface example, the initiator device knows that the
device is horizontal), the trigger message may indicate that
devices which are not horizontal (as determined by sensors
within the candidate devices) should not detect light or should
ignore the trigger message. In another example, a candidate
device may only implement the trigger message and detect
light if its keypad lock is off. Use of sensor data or other
conditions may therefore be used to reduce the number of
candidate devices, other than the target device, which detect
light (e.g. capture an image) and send data representative of
the detected signal back to the initiator device.

As shown in FIG. 3, the target device (or any other device
in the candidate set) is triggered to detect light using any
available light sensor (block 302), typically using a camera
within the target device. The data which is then communi-
cated back to the initiator device (in block 303) may comprise
the raw sensor data (e.g. the image captured by the camera) or
the data may first be processed. Examples of processing
which may be performed include: determination of the color
(or sequence of colors) detected, determination of the time at
which a color or colors are detected, determination of the
intensity of light detected etc. In the simple example used
above, the target device may send the initiator device an
image file which comprises a red image (from the red circle)
or the target device may process this image and send data
indicated that the detected image was red to the initiator
device. In another processing example, the target device may
reduce the size of the image to a few pixels (e.g. 1-10 pixels).

Whilst the raw data may provide the initiator device with
more information, there may be privacy concerns where the
raw data is an image captured using a digital camera. In such
an instance, processing the data on the target device alleviates
any privacy concerns. Use of filters on the candidate set or
filters within the trigger conditions, as described above, may
also alleviate privacy concerns, e.g. by filtering out devices
which are not in the correct orientation and/or devices which
are in motion.

In some examples, the target device may not comprise a
light sensor. In such a situation, the target device may use user
input to characterize the optical indicator. For example, where
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the optical indicator is a colored circle displayed on a surface
around the target device, the user may be presented with a
number of color options (e.g. Blue/Red/Green/none). The
user selects the color of the circle which surrounds the device
and provides the corresponding input to the target device.
This selection may then be communicated to the initiator
device. In another example, the user may be asked to confirm
that they saw a color (rather than selecting a particular color).

The identification of the target device (in block 106) from
the data provided by members of the candidate set may be
performed by comparing the data received and the optical
indicator displayed. Using the example above, where the
optical indicator was a red circle, the match between the
displayed and detected colors may be measured and any
candidate device detecting red is possibly the target device.
Where more than one device detected red, a second optical
indicator may be displayed (e.g. a circle of a different color)
and the process repeated.

A number of different examples are described below with
reference to FIGS. 6-12. These examples show different types
ofinitiator and target devices which may be used and different
applications for the methods described above. It will be
appreciated however, that these are just some of the possible
embodiments, and aspects of any of the examples may be
combined with other examples to provide further embodi-
ments.

FIG. 6 shows an example in which the initiator device is an
interactive surface 601 and an example method of operation is
shown in FIG. 12. The interactive surface may be touch
sensitive and therefore is able to detect one or more wireless
enabled devices 602, 603 when they are placed on the surface
(block 1201). The interactive surface determines a candidate
set of wireless devices (block 1202). This may comprise all
the wireless devices which are in range, or the list of all the
wireless devices in range may be filtered in some way to
provide the candidate set (as described above). The interac-
tive surface then displays an optical indicator on its display,
such as aregion 604 of a particular color underneath the target
device (block 1203). The interactive display communicates
with each of the devices in the candidate set to trigger image
capture (or other form of light detection) by the devices
(block 1204). As described above, a device from the candi-
date set may either send the captured data (e.g. the captured
image) or other data representative of the captured data (e.g.
the color seen) back to the interactive surface (received in
block 1205). The target device 602 can then be identified by
matching the detected color (as determined from the data
received in block 1205) to the particular color displayed
(block 1206). If more than one of the candidate devices
detected the particular color, the process (blocks 1203-1206)
can be repeated to enable unique identification of the target
device. For example, the interactive display may display a
second optical indicator comprising a circle of a different
color and the size of the circle may be smaller to reduce the
chance of it being seen by more than one device. Where there
is more than one target device (e.g. devices 602 and 603), the
process (e.g. blocks 1203-1206 or the entire process) may
then be repeated for the other target device 603. Alternatively,
the two target devices may be identified in parallel by dis-
playing, for example, two circles of different colors, one
under each target device (in block 1203).

In another example, the initiator device may comprise a
display which is not touch sensitive (e.g. an LCD monitor). In
such an example, the proximity detection (in block 101) may
be performed using wireless discovery techniques, using a
camera or any other suitable technique. For example, IR
emitters and receivers may be placed around the edge of a
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display and presence may be detected when the IR beam from
a transmitter to a receiver is broken by the presence of an
object. Alternatively, the process may be triggered by a user
(e.g. pressing a button on the initiator device) which results in
the initiator device identifying a candidate set of devices in
proximity (block 102). Where the display is not touch sensi-
tive the initiator device may not have any location informa-
tion to enable it to tailor the optical indicator displayed (in
block 103) to the position of the device requiring identifica-
tion. The initiator device may therefore display an optical
indicator which comprises a whole screen of a particular
color or a sequence of colors etc. Where a sequence of colors
is used, the devices in the candidate set may be triggered to
perform a sequence of detection operations (e.g. to capture
multiple still images) or to detect the light for a period of time
(e.g. to capture a video image) and this data may be used to
uniquely identify a wireless device which is in proximity to
the initiator device and which can view all of, or a part of, the
display. This device which is identified is the target device.
Dependent on the optical indicator used, the location of the
target device with respect to the display may also be deter-
mined (e.g. as described above with reference to FIGS. 4 and
5).

In another example, the light source may be a projector
which projects the optical indicator (in block 103). The opti-
cal indicator may be detected directly by the target device (in
block 302), i.e. by the projector shining onto the light sensor,
or alternatively the target device may detect the optical indi-
cator once projected onto a surface (e.g. a wall or a ceiling).
Projection of an optical indicator onto the ceiling may enable
identification of a target device which is placed on a surface
with its camera face up, rather than the face down configura-
tion as shown in FIG. 6.

FIG. 7 shows an example in which the initiator device
comprises a special pad 701 which may be used for synchro-
nizing devices. This pad may be a peripheral device for a
computing device. The pad comprises a light source 702
which may, for example, comprise a multi-color LED, or one
or more single color LEDs. The pad may be able to detect
another device 703 (the target device) placed on its surface
using any suitable technique, such as an IR proximity sensor
704. Alternatives to a proximity sensor include, but are not
limited to, a pressure switch, a contact sensor and a light
sensor. Alternatively a button may be provided for a user to
push when placing a device on the pad.

The pad uses the method of FIG. 1 to distinguish the target
device 703 which is on the pad from any other wireless
enabled devices which may be within wireless range of the
pad. The optical indicator is produced (in block 103) by the
light source 702 and is detected (in block 302) by a light
sensor 705 (e.g. a camera or photodetector) in the target
device 703. In order to increase the size of the optical indica-
tor which is produced by the one or more LEDs (or other
sources) within the pad, a light guide and a diffuser may be
used. This removes any requirement to place a device in a
particular location on the pad. The pad may be used for other
functions, in addition to synchronizing devices, such as a
mouse mat and/or for charging the target device 703 using
inductive charging techniques. Where the pad includes an
optical fingerprint sensor, this may be used for proximity
sensing and/or displaying the optical indicator.

In a variation on that shown in FIG. 7, the situation may be
inverted such that the pad 701 is the target device and includes
a light sensor and the device placed on the pad 703 is the
initiator device and includes a light source. For example, the
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pad may comprise a photodetector and the initiator device
may be a mobile telephone with the display used as the light
source.

FIGS. 8 and 9 show two examples where the initiator
device is a mobile computing device, such as a mobile tele-
phone. The methods described above may be used to pair the
device with another mobile device (as shown in FIG. 8) or
with a non-mobile device, such as a desktop PC (as shown in
FIG. 9).

FIG. 8 shows two mobile devices 801, 802, each compris-
ing a camera 803 and a display 804. The two devices are held
together such that the camera of the target device 802 is in
front of the display of the initiator device 801. The display of
the initiator device is used to display an optical indicator
(block 103), which may comprise a screen of a single color,
and this is detected by the camera of the target device (block
302). Other devices in the candidate set will be unlikely to be
able to detect the optical indicator which is displayed by the
initiator device as it is mainly obscured by the target device,
although if there is any uncertainty (e.g. because two candi-
date devices detect the color displayed on the initiator
device), a second optical indicator may be displayed by the
initiator device.

FIG. 9 shows a mobile device 901 (the initiator device) and
anon-mobile device 902 (the target device), which comprises
a camera 903. In this example, the non-mobile device com-
prises a desktop PC and the camera is a web-cam. A display
904 on the mobile device 901 is used to display an optical
indicator (block 103) which is detected by the camera 903
(block 302).

FIG. 10 illustrates various components of an exemplary
computing-based device 1000 which may be implemented as
any form of a computing and/or electronic device, and which
may comprise an initiator device. Computing-based device
1000 comprises one or more processors 1001 which may be
microprocessors, controllers or any other suitable type of
processors for processing computing executable instructions
to control the operation of the device in order to identify a
target device (and perform any subsequent pairing or syn-
chronization etc).

Platform software comprising an operating system 1005 or
any other suitable platform software may be provided at the
computing-based device to enable application software to be
executed on the device. The application software may com-
prise: a discovery module 1006, arranged to identify a candi-
date set of devices, an identification module 1007, arranged to
identify the target device from those in the candidate set based
on the data received from each device, and a display driver
1008, arranged to generate the optical indicator and cause it to
be displayed.

The computer executable instructions may be provided
using any computer-readable media, such as memory 1004.
The memory is of any suitable type such as random access
memory (RAM), a disk storage device of any type such as a
magnetic or optical storage device, a hard disk drive, or a CD,
DVD or other disc drive. Flash memory, EPROM or
EEPROM may also be used.

The device further comprises a wireless transceiver 1002
(or separate wireless transmitter and receiver modules) and a
light source 1003 which is used to display the optical indica-
tor generated by the display driver 1008. As described above,
the optical indicator generated may be uniform light of a
single color, a region of color, a sequence of colors, a dynamic
pattern, scanning spots/lines, a detailed pattern etc.

FIG. 11 illustrates various components of an exemplary
computing-based device 1100 which may be implemented as
any form of a computing and/or electronic device, and which
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may comprise a target device. Computing-based device 1100
comprises one or more processors 1101 which may be micro-
processors, controllers or any other suitable type of proces-
sors for processing computing executable instructions to con-
trol the operation of the device in order to identify a target
device (and perform any subsequent pairing or synchroniza-
tion etc).

Platform software comprising an operating system 1105 or
any other suitable platform software may be provided at the
computing-based device to enable application software to be
executed on the device. The application software may com-
prise: an image capture module 1106, arranged to capture the
signal detected by the light sensor when a trigger is received
from an initiator device, and an image processing module
1107, arranged to process the detected signal and generate the
representative data which can be sent to the initiator device.

The computer executable instructions may be provided
using any computer-readable media, such as memory 1104.
The memory is of any suitable type such as random access
memory (RAM), a disk storage device of any type such as a
magnetic or optical storage device, a hard disk drive, ora CD,
DVD or other disc drive. Flash memory, EPROM or
EEPROM may also be used. The device further comprises a
wireless transceiver 1102 (or separate wireless transmitter
and receiver modules) and a light sensor 1103.

It will be appreciated that only those components of the
computing devices 1000 and 1100 which are necessary for the
description of an initiator device and a target device respec-
tively and their operation are shown in FIGS. 10 and 11. The
computing devices 1000 and 1100 may comprise other ele-
ments, such as one or more inputs (e.g. which are of any
suitable type for receiving media content, Internet Protocol
(IP) input, etc), a communication interface, one or more out-
puts (such as an audio and/or video output to a display system
integral with or in communication with the computing-based
device), etc.

The methods described above enable an initiator device to
uniquely identify a target device from a set of wireless devices
which are within range of the initiator device. This may be
useful for automatic identification of wireless devices or
where there are large numbers of wireless devices within
range and therefore it may be difficult to identify the target
device using other means (e.g. the list of devices presented to
a user might be unfeasibly large).

The methods also, in many embodiments, do not require
any user input and can therefore be performed automatically.
This may be useful in many applications, including where
mobile devices (such as mobile telephones) are used as pay-
ment tools. For example, a user may hold their mobile tele-
phone up to a ticket machine or kiosk etc in order to purchase
an item (e.g. a ticket). The ticket machine needs to uniquely
identify the mobile telephone which is being used for the
transaction from all those in the vicinity and the methods
described herein may be used. In an example, a synchroniza-
tion pad (as shown in FIG. 7) or any display on the ticket
machine may be used to provide the optical indicator.

The methods described herein may be used to enable users
to connect to public displays to receive, transmit or share data.
In such an example, the public display may be the initiator
device and the method may be triggered by holding a mobile
device against a defined portion of the display, pressing a
button on the display, SMS messaging a number displayed on
the display etc. The public display may have a defined region
where it displays the optical indicator for use in pairing of
devices.

In a further example application, the initiator device may
be a digital photograph frame. Use of this method may enable
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association between the frame and a camera device (which
may be a mobile telephone or other device which includes a
camera). The association may enable automatic transfer of
images to the digital photograph frame and this transfer may
be automatic (e.g. on proximity sensing of the camera device)
or may require user input (e.g. pressing a button on the frame
to trigger the methods described above).

Having used the methods described above to associate an
initiator device and a target device, the methods may further
be used to track movement of the target device with respect to
the initiator device and/or to provide inputs to the initiator
device. FIG. 13 shows a method of tracking movement and/or
determining user input. The initiator device displays a light
pattern (block 1301) which may be the same as the optical
indicator as described above (and therefore may be a continu-
ation of block 103) or may be different (e.g. a new light
pattern which is displayed). Examples of light patterns are
described below with reference to FIG. 14. The target device
detects the light pattern (block 1302) and sends data repre-
sentative of the detected signal to the initiator device (block
1303). The detection (in block 1302) is similar to the detec-
tion described above and may be triggered by the initiator
device (e.g. as a result of the trigger message generated in
block 104 or a subsequent trigger message sent only to the
target device). Any processing performed on the detected data
before sending it to the target device may be similar to that
described above in (in relation to FIG. 3). The data received
by the initiator device is then analyzed to determine the
motion of the target device and/or to identify a user input
(block 1404). The user input may be determined directly from
the detected signal (e.g. a particular color detected may be
mapped to a particular input) or the user input may be deter-
mined from the determined motion (e.g. a particular move-
ment may be mapped to a particular user input).

FIG. 14 shows two example light patterns which may be
displayed by the initiator device in order to detect motion of
the target device and/or to provide a user input. A first
example 1401 shows a grid of squares which may be different
colors (e.g. black and white) or different intensities. When a
target device is moved relative to the light pattern (e.g. as
indicated by arrow 1403), the detected signal changes and
from this the movement of the target device can be deter-
mined. The second example 1401 shows a circular pattern
with a red centre and four outer regions of different colors.
When a target device is moved, the detected color changes
(e.g. from red to blue when moved as indicated arrow 1404)
and from this color change the motion and/or a user input can
be determined. As described above, any light pattern may be
displayed dynamically or may be fixed.

Where the location of the target device is known (e.g. in the
interactive surface example), the light pattern displayed (in
block 1301) may be located accordingly. In the interactive
display example, the light pattern may be displayed under-
neath the target device. When motion is detected, the position
of the light pattern may stay the same or alternatively, once
motion has been detected the position of the light pattern may
be updated to remain in the same (approximate) position
relative to the target device. For example, the second pattern
1402 shown in FIG. 14 may be tracked with the position of the
target device such that motion of the target device always
results in a color change from red to one of the other colors
displayed (e.g. red to blue, green, yellow or black).

The methods described above with reference to FIGS. 13
and 14 enable a mobile device, such as a mobile telephone, to
be used to provide a simple mouse (or other pointing device)
replacement.
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Having used the methods described above to associate an
initiator device and a target device, the methods may be used
to locate the image sensor on the target device. This may be
particularly applicable to situations where the initiator device
has location information relating to the target device itself
from the proximity sensing (in block 101), e.g. when using a
touch sensitive surface. By changing the optical indicator
displayed and analyzing data representative of the detected
data (in a similar manner to that shown in FIG. 13 and
described above) a more precise location of the image sensor
can be identified. For example, where initially a colored
region is used, the size of the region may be made gradually
smaller until it can no longer be detected by the target device,
orthe region may be gradually moved until it can no longer be
detected by the target device. This may be repeated to further
reduce the margin of uncertainty in the position information.
This position information may be stored along with the wire-
less identifier (or address) of the target device for future use.

Having identified a more precise location of the image
sensor, this information may be used in many ways. In a first
example, where the motion of the target device is subse-
quently used to track the device and/or provide user input, the
location information may be used to position the light pattern
displayed (in block 1301). This may, for example, enable a
light pattern to be displayed which is not visible to the user
(because it is small and obscured by the target device) and
hence does not distract the user. In another example, this may
enable identification of the type of the target device (e.g. the
make and model of a mobile telephone) through use of a
database or look-up table relating detected shape and size of
the target device, the relative position of the image sensor and
the device type. In another example, transmitters within the
initiator device may be used to transmit data optically to the
target device. The optical signal can be directed at the image
sensor directly which provides a more secure link (as third
parties cannot intercept the signal) and does not distract the
user.

Although the present examples are described and illus-
trated herein as being implemented using Bluetooth or WiFi,
the system described is provided as an example and not a
limitation. As those skilled in the art will appreciate, the
present examples are suitable for application in a variety of
different types of wireless systems.

The term ‘computer’ is used herein to refer to any device
with processing capability such that it can execute instruc-
tions. Those skilled in the art will realize that such processing
capabilities are incorporated into many different devices and
therefore the term ‘computer’ includes PCs, servers, mobile
telephones, personal digital assistants and many other
devices.

The methods described herein may be performed by soft-
ware in machine readable form on a tangible storage medium.
The software can be suitable for execution on a parallel pro-
cessor or a serial processor such that the method steps may be
carried out in any suitable order, or simultaneously.

This acknowledges that software can be a valuable, sepa-
rately tradable commodity. It is intended to encompass soft-
ware, which runs on or controls “dumb” or standard hard-
ware, to carry out the desired functions. It is also intended to
encompass software which “describes” or defines the con-
figuration of hardware, such as HDL (hardware description
language) software, as is used for designing silicon chips, or
for configuring universal programmable chips, to carry out
desired functions.

Those skilled in the art will realize that storage devices
utilized to store program instructions can be distributed
across a network. For example, a remote computer may store
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an example of the process described as software. A local or
terminal computer may access the remote computer and
download a part or all of the software to run the program.
Alternatively, the local computer may download pieces of the
software as needed, or execute some software instructions at
the local terminal and some at the remote computer (or com-
puter network). Those skilled in the art will also realize that
by utilizing conventional techniques known to those skilled in
the art that all, or a portion of the software instructions may be
carried out by a dedicated circuit, such as a DSP, program-
mable logic array, or the like.

Any range or device value given herein may be extended or
altered without losing the effect sought, as will be apparent to
the skilled person.

It will be understood that the benefits and advantages
described above may relate to one embodiment or may relate
to several embodiments. The embodiments are not limited to
those that solve any or all of the stated problems or those that
have any or all of the stated benefits and advantages. It will
further be understood that reference to ‘an’ item refers to one
or more of those items.

The steps of the methods described herein may be carried
out in any suitable order, or simultaneously where appropri-
ate. Additionally, individual blocks may be deleted from any
of the methods without departing from the spirit and scope of
the subject matter described herein. Aspects of any of the
examples (whether methods, apparatus or otherwise)
described above may be combined with aspects of any of the
other examples described to form further examples without
losing the effect sought.

The term ‘comprising’ is used herein to mean including the
method blocks or elements identified, but that such blocks or
elements do not comprise an exclusive list and a method or
apparatus may contain additional blocks or elements.

It will be understood that the above description of a pre-
ferred embodiment is given by way of example only and that
various modifications may be made by those skilled in the art.
The above specification, examples and data provide a com-
plete description of the structure and use of exemplary
embodiments of the invention. Although various embodi-
ments of the invention have been described above with a
certain degree of particularity, or with reference to one or
more individual embodiments, those skilled in the art could
make numerous alterations to the disclosed embodiments
without departing from the spirit or scope of this invention.

The invention claimed is:
1. A method of identifying a target device in proximity to a
first device, the method comprising:
identifying a candidate set of devices by the first device;
displaying an optical indicator by the first device;
sending a message by the first device to at least one device
from the candidate set of devices, said message being
arranged to trigger light detection on said device;
receiving data by the first device from said at least one
device from the candidate set in response to said mes-
sage, the data being representative of a detected signal
on said device from said light detection of said optical
indicator; and
determining by the first device if a device from the candi-
date set is the target device for communication based on
the data received from said device and the optical indi-
cator displayed.
2. A method according to claim 1, wherein identifying a
candidate set of devices comprises:
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using a wireless discovery protocol to identify a candidate
set of devices within range of the first device and
wherein each of the candidate set of devices is identified
by a wireless identifier.

3. A method according to claim 2, wherein identifying a

candidate set of devices further comprises:

filtering the candidate set of devices based on defined cri-
teria.

4. A method according to claim 1, wherein said message is

arranged to trigger image capture on said device.

5. A method according to claim 4, wherein said data
received from at least one device comprises one of a captured
image and data generated from a captured image.

6. A method according to claim 1, wherein the method
further comprises, prior to identifying a candidate set of
devices:

detecting a target device in proximity to the first device.

7. A method according to claim 1, further comprising:

repeating the sending, receiving and determining steps
until a device from the candidate set is identified as the
target device.

8. A method according to claim 1, wherein said first device
comprises an interactive surface and said target device com-
prises a device placed on the interactive surface and wherein
displaying an optical indicator comprises:

displaying a region of color on the interactive surface
proximate to the target device.

9. An apparatus comprising:

a light source arranged to display an optical indicator;

a wireless transmitter and receiver module;

a processor;

a discovery module arranged to identify a set of wireless
devices within range of the apparatus, each device hav-
ing a wireless identifier; and

an identification module arranged to send a message to
each of the set of wireless devices to trigger light detec-
tion by each device to detect said optical indicator, to
receive data representative of a detected signal indica-
tive of said optical indicator detection from a wireless
device of said set of wireless devices and to determine
the wireless identifier of a device in close physical prox-
imity to the light source using said data.

10. An apparatus according to claim 9, wherein the identi-
fication module is arranged to determine the wireless identi-
fier of the device in close proximity by determining if said
data corresponds to the displayed optical indicator.

11. An apparatus according to claim 9, wherein the light
source comprises a touch sensitive display, and wherein said
device in close physical proximity to the light source com-
prises a device in contact with said display.

12. An apparatus according to claim 11, wherein the touch
sensitive display is arranged to detect a position of said device
in contact with said display and wherein said optical indicator
is dependent on said position.

13. An apparatus according to claim 9, wherein the light
source is located within a peripheral device and the peripheral
device further comprises a proximity sensor.

14. An apparatus according to claim 13, wherein the dis-
covery module is arranged to identify said set of devices in
response to detection of said device in close physical prox-
imity using said proximity sensor.

15. An apparatus according to claim 13, wherein the light
source comprises one or more LED:s.

16. One or more tangible device-readable media with
device-executable instructions for performing steps in a sec-
ond device comprising:



US 7,884,734 B2

17

in response to receipt of a trigger message from a first
device, detecting an optical indicator displayed on said
first device using a light sensor; and

sending data representative of the optical indicator detec-
tion to said first device wherein said first device deter-
mines whether the second device is a target device for
communication based on receiving said data.
17. One or more tangible device-readable media according
to claim 16, wherein the light sensor comprises a camera and
wherein detecting light using a light sensor comprises:

capturing at least one image using said camera.
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18. One or more tangible device-readable media according
to claim 17, wherein said at least one image comprises at least
one unfocussed image.

19. One or more tangible device-readable media according
to claim 17, further comprising device-executable instruc-
tions for performing steps comprising:

processing said image to generate said data.

20. One or more tangible device-readable media according
to claim 19, wherein said data comprises a color of said

10 image.



